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Suspicious Email Program Goal

Employees as cyber defenders, human sensors,
and a source of cyber intelligence

MITRE



Filling the Gap in Cyber Defense for the Advanced Threat

Log Analysis Block prevention

Human Sensors

Sensor detection Cyber Intelligence




Threat Awareness Today
w
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Threat instigates Human Sensor Network

» Gap analysis
 Executive action

* Tell the story
sEEGA * Provide opportunity

* Respond
=eEel: * Recognize

v Measure!
MITRE



Bang!

Gap analysis

Ask your cyber operations team
* What gets through?
» What is the scale of concern?

= \Where/WWho are most at-risk?

MITRE



Cyber Threat Landscape Highlight
Attack Surface | Vulnerabilities | Threats _________|Attacks

Technology

People

MITRE

Internet-enabled and
exposed
applications

Curiosity, Haste, Fear,
Technology inexperience,
Technical illiteracy,
Cognitive dissonance

“Game of wits”

Cyber Crime, Hacktivists,

Advanced Persistent Threat
(APT)

Web-based (e.g., drive-by;
fake A/V; plug-in’s)
Email-based (phishing, spear-
phishing, whaling)

“right” conditions.

The advanced cyber adversary needs only one click with



Gap Analysis

Perimeter« L
Defense in depth against phishing attacks
Deterred? Prevented? Patched? Delivered?
Undelivered? Detected? Mitigated? Compromised?
Analyze what got through
- Subjects/themes?

- Links/attachments?

- New target/known target?
- Reporter? Clicker?

- Threat actor groupings?

MITRE TIP: Use a spreadsheet to jump start analysis



Postmortem Gap Analysis with Human Sensors

N

b

11:30 AM 1-20 PM I
Attack begins 12:350 PM Ops Response . | 4:00 PM
Credible link Email Reported Sensor detection Target Threat Alert

Containment

Human sensor opportunity

172000V Use your threat landscape and attack data to focus your threat awareness program.

v Measure!
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Bang!

Gap analysis

Ask your cyber operations team
» What gets through?
» What is the scale of concern?
* Where/Who are most at-risk?

Executive action
Aha moment

= Qualify your threat landscape
= Show the means of attack
= Change the game

MITRE
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Aha Moment: Example Means of Attack

90%

Patch Initial Other Compliance Other Other Other
Event 0-day Date Issued Attack Attack Date Attack Attack Attack
Time Line 6/9/11 6/14/11 6/14/11 6/16/11 6/24/11 6/24/11 6/25/11 6/28/11

Opportunity for employees to be cyber defenders and
human sensors.

v Measure!

MITRE
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Aha Moment: Example Risk Latency

MITRE

Weekly % Non-Compliant

/ High-point of risk
m Each peak shows risk

not reduced as
20.00 advised
(missed deadline)
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Each gap shows time
to close known

Low-point of risk
0.00 vulnerability
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Measure!

12



Aha Moment: Executive action

MITRE

Center Weekly Patching Trends

Key to Success: Senior management begins
monitoring patch compliance
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80% of attacks can be mitigated by up-to-date patches*

* http://www.infoworld.com/article/2611443/security/stop-80-percent-of-malicious-attacks-now.html

13



Ready

Tell the story
Your actual situation matters more than generalities

Personal stories (with people you know!) have more impact

Transparency builds trust = trust creates willingness - willingness seizes
opportunity

MITRE
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Tell the Stories: Real Incidents

MITRE

Social comparison as a basis for heightening threat

awareness
A True MITRE Story
Survey of Readers of MITRE True The Caes of the 'S
100% Stories Midnight :)
99% Eavesdroppers
Audio now available! C
98% - A True MITRE Story
f Al '
97% — ase © 's
e © ‘ unexpected
96% E— #7) @ eTicket charge
95% — ""\A . Audio now available!
94% L
93% The case of

Found th ful Would ch future behavior A 'tedG t
oun em useru D%.c.J.u Change ure penavior Unanl ues

v Measure!

.-

A True MITRStory
The Case of the

Traveling
udio
e Laptop
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Ready

Tell the story
Your actual situation matters more than generalities

Personal stories (with people you know!) have more impact

Transparency builds trust = trust creates willingness = willingness seizes
opportunity

Provide opportunity
How to report

Learn detection method
Safe practice

MITRE
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Opportunity: Report and Skill-building

Starter Method
Email Self-questioning Technique

Expected?
Ambiguous?
Relationship?
Normal?
Exposed?
Sense? | e
Time? ‘MITRE‘ |nf:>§ec

Active Uncertainty Method
Email SOS

= Check Sender address and name
= Hover Over the links
= Determine if the messages makes Sense

MITRE

How to spot
SUSPICIOUS
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Opportunity: Safe Practice

Uncovering Suspicious Email

# Your answer Correctanswer Result Reason Question 2 THIS WEEK'S POLL

1 Fake Fake @

g
>
N}

. flicker.B Infection Alert - Mes M = .
3 9 U @« ¢ X v Conflicker.B Infection Alert - Message (HTML) o= | : us Emall PO" ofthe week

Message  Developer  Adobe PDF K2

2 Legitimate Fake © Why? From: Microsoft Team <jsdoe®mitre.orz> QIR LR i Would you open this?
[ mYu: l‘nd:v.ﬁbm'y 19,2010 10:16 AM from yourself, although inay &
0: <jsdoe@mitre.org> ; hge to open full-size in new window
3 Don't know Legitimate O Why? Subject: Conflicker.8 Infection Alert lT:: r:ame SapRMicrEote
E . -
X Advbe FOH -
I openzip Conflicker has the letter 3988 Oper Lome puchres @ tos mesiage whre ace Sowicastd. Downiiad pa1ns
4 Fake Fake 0 Why? L when it should say ‘M Pﬂm
Conficker, no L, the Save :: i blndon
s L Le @ Why? official name of the Remove frctived a grending o-cand |
egitimate gitimate y? %
Dear Microso el 90ua=. Hdhn.)im EM:M mceuc-m
- . (V) Starting 12/11/2009 the ‘Conficker’ worm began infecting Microsoft prod A Halimark E-Card.
y?
6 Legitimate Legitimate why? rapidly. Microsoft has been advised by your Internet provider that your network is infected.
» Hatmars [-<ont.

An outbreak on MITRE’s 1

network would not be special about that {-Card feeling. We invite yos 53 make &
communicated by e
Please install attached file to start the scan. The process takes under a minute and Vil CE SR G e
g ised iate your prompt cooperati vendor. iy ek he Prvcy o ecury” B 8 e briom of

Microsoft would not send
you a file to install, but

would instead point you o o | Py & Bty | Cunbamas Sanve | B Lt
to their online resources.

More information...

Fake G ) 45%(5)
Legitimate G )45%(5)
DontKnow @ Jo9% (1)

Total votes: 11

Measure!

MITRE
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Opportunity: Learn, Report, Detect

300
250
200
150
100

50

Suspicious Email Reporting
_m
/
— ¥/
§'K*Practice “‘quiz” ends
Mar-06 | Apr-06 | May-06 |

MITRE

Human Sensor Network: number of APT emails “discovered”
Before safe practice: 1
After safe practice: 5

172000V Build-in measurement for each focused “activity” and its effect.

v Measure!
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Engage

Respond
Personalized responses

Focused alerting
Invitational and pro-active threat briefings

MITRE
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Respond: Personalized Response

Suspicious Triage process
Personalized responses

Learning opportunity
Threat Awareness

Enable self-reporting

Acknowledgement and appreciation
rather than penalty

MITRE

Discussion with Reporter

| reported: 2( 06:55

Thought | might forward this one. | didn't open it, but it did show in my Outlook
Preview.

The reason for suspicious... | don't use my MITRE email on any external sites like
LinkedIn.. | use my personal Gmail address.
Also.. the send addresses me by my last name, not first..

Thanks..
Bob

responded: 2/ 107:24

Bob,
Thank vou for alerting us -- reporting suspicious contacts and emails to
re.org helps not only our cyber defense and cyber intelligence

activities but also our counter intelligence activities.

This is likely a spoofed identity reaching out to you on LinkedIn because of your
association with MITRE.

We appreciate your security sense and helping us protect MITRE.

We will send you separately a Cyber Threat Education Bulletin to help you secure your

account and reduce your risk.
Best regards,

MITRE InfoSec Cyber Threat Awareness
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Respond: Focused Alerting

MITRE

Cyber Threat Alerts
Delivered and intercepted attacks

Pre-attack warnings to known targets
Phishing alerts

Email Sent to Targeted Employees

All Employee Alert Posted

CYBER THREAT BULLETIN

Threat to
SecurlDs

MITRE InfoSec

You are receiving this email because you are a target of an advanced cyber adversary.

only alert we receive.

We appreciate your help defending your inbox and MITRE.

Best regards,

MITRE InfoSec Cyber Threat Awareness
For tips on defending your inbox, see FJ: learn email security

An email with subject “| ” was intercepted on J and not delivered to your inboxes.
The email was an attack by an advanced cyber adversary using the Flash 0-day vulnerability patch as a lure.

You can be a human sensor by reporting suspect email to sus org — sometimes a user report is the

22



Respond: Threat Briefings

Threat Readiness for
Targeted programs

Se8s oo oo | Nreat Breiing At-risk groups (e.g., HR)

Why Am I Invited? MILCOM Organizers
MITRE InfoSec has As an organizer of the upcoming MILCOM 2009 event, your name and
received information that email address have been exposed on the Internet. As a result, you will

indicates that you and/or likely become the recipient of seemingly valid email messages that may

your project are a instead contain malware or lures to malicious web sites. ea rn a o u rea
potential target of phishing

emails and malware Threat Awareness and Readiness

infested attachments.
MITRE InfoSec would like to brief you on the threats specific to you as an a O OO O r
To enable you to protect

organizer of the MILCOM 2009 event. This will enable you, as well as us,

your systems and to better protect MITRE and its information.
information, we ask that

you attend the Threat You will be receiving a Meeting Invitation. Should you need to contact us - H
Awareness briefing regarding this invitation, please call ,ort n ICa O rS O r pOS —C IC

described in this invitation. :

How and where to report

MITRE InfoSec
Assuring System and Information Security

MITRE



Human Defensive Measures

MITRE

Effectiveness of Our Human Sensors — Incidents Detected, Analyzed, and Deterred through Suspicious Email

Reporting
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Measure!

mmm Number of Incidents Detected by Suspicious Only
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—1Number of Suspicious Email Reports Submitted for Malware Analysis
=l-—-Number of Suspicious Email Reports
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Every suspicious email reported requires email triage (purple line).

A portion of those reports are passed on for malware analysis (purple bar).
The green bar indicates the number of incidents that were detected as a result of the suspicious reporting, triage, and malware analysis.
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Engage

Respond
Personalized responses

Focused alerting
Invitational and pro-active threat briefings

Recognize
Shout-outs

C-level kudos

MITRE
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Recognize: Shout-outs

MITRE

Phishing alerts acknowledge those who have reported
Shared responsibility for cyber defense

Shows how employee reporting makes a difference

Subject: Cybér Threat Alert for You
Importance: High

You help is need.

Yesterday (Monday, Ju ) you might have received an email message with a malicious .zip file attachment. The message had the following subject line:
“t ¥ (the subject line may vary).
Thanks to Robert and Davic for reporting this message to sus org thus giving us a chance to put in place defenses to protect MITRE from the cyber adversary.

If you clicked or opened the attachment, please let us know immediately so we can take action to protect MITRE.
As a precaution, if you received this message and haven’t done so already, be sure to delete the message from your inbox, junk folder, and/or empty your trash folder.

We rely on you for MITRE’s cyber defense, so please report any odd messages tost =~ —  organd any clicks that you regret or that do not do what you expect — doing so can help us
stop a cyber attack. Please don't assume that any defense or sensor will detect or protect MITRE from the cyber adversary.

Please excuse this message if you already reported this message to sus xg.
Best reqards,

|
MITRE InfoSec - Cyber Awareness Program
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Recognize: Kudos for Human Sensor

CSO recognizes individuals who report advanced threat email

®e Thanks for your cyber vigilance

Gi _ J.
Wednesday, N 15 at 2:44 PM
To: T QG )
Ce: [IM ; M Ho Supervisor He Manager
B Bu Division v B. GM/VP
John
It has been brought to my attention that your report of a suspicious email on A, th turned out

to be an attempt by an advanced persistent threat (APT). | would like to thank you for your prompt
action in this matter--our employees are a key front-line of defense.

Thanks again for keeping us ahead of the game.

Ge 7
SVP and Chief Security Officer

17-1. =02\ Personalization, appreciation, and recognition motivate willingness to report.
MITRE 27



Human Sensor Evolution

Delivered advanced threats
Reported?

By threat actor
Human Sensor coverage?

= E£.9., 25% of known targets
reported or 50% of a targeted
attack reported

v Measure!

MITRE

Suspicious APT "Discovery" Ratio

Notional

7
6 6
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4 4
3 3 3
2z 2 2 2 2 2
1 1 11
o o o . o
Jul-11 Aug-11 Sep-11 Oct-11 Nov-11 Dec-11 Jan-12 Feb-12 Mar-12 Apr-12 May-12 Jun-12
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Lessons Learned

Reports to seniors aren’t sufficient for change
Executives need to hold them accountable for progress

Don’t wait to get data from others
Request direct access or ask for your own feed

Telling “bad” stories needs finesse
Even without attribution, inform those in the know ahead of publication

Measurement influences results

Blind measurement or self measurement or social comparison: use the right one
for your needs

Partner with your threat and intelligence analysts
No surprises for them or you

MITRE
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Operational Best Practices for Suspicious Email

Q#llglly a banner or tag to inbound Report Suspicious Email button
Colored warning banners in the body Make user reporting easier and ready
or a tag, such as [EXT], in the subject for analysis by incorporating a button
line, gives staff visual indicators for In the email client that sends the
external email handling suspect email with mail headers

[EXT]|Package Could Not Be Delivered

o FedEx <TrackingU fedex.net> Monday, t10:15 AM Search Peo F le )) III D
To: ©E &
@ Address Book

/I To protect your privacy, some pictures in this message were not downloaded. Download pictures Read Repod |ngghts
1 1| .. .
ﬂ Filter Email Aloud Suspicious Email

This tracking update has been requested by:

Company Name: FedEx Find Speech |Report Suspicious E...
Dept:

Outlook ribbon

MITRE 30
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